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B {TE 53 FHVision OnefIsE, :EELE@BENERIM Activate Trial
2B 5 Vision Onefz#E, SEELEE FIZHEE Y Activate Here ]

Welcome to Trend Micro Vision One

{4 A: connect@trendmicro.com, {4 A Nyl 5 [ :

Trend Micro Vision One™
See More. Respond Faster.

Welcome to Trend Micro Vision One™

Your 60-day all-access trial begins today.

I Activate Trial I
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Activation Successful

Access your products using the following consoles:

Trend Micro Vision One

Trend Micro Vision One™ is a threat operations platform offering advanced XDR capabilities across
email, endpoints, servers, cloud workloads, and networks as well as Zero Trust applications, Mobile

Security, and more.
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EEFBINVIRILERTE, T—F &, #LeILLFEF|Vision One console

Initial Configuration

Trend Micro Vision One will be provisioned in the following geographic
region. e _|
Region:  Singapore
The Samba Vulnerability: What is CVE-2021-44142 and How to Fix It

CVE-2021-44142 is a vulnerability that allows remote attackers to execute arbitrary code on affected installations of Samba. The
specific gap exists in the parsing of the EA metadata in the server daemon smbd when opening a file. An attacker can abuse this
vulnerability to execute code in the root context even without authentication. If left unpatched, affected systems could be at risk
of being compromised by threat actors. CVE-2021-44142 is a remote code execution Samba vulnerability affecting all versions of
Samba prior to 4.13.17 that use the VFS module vfs_fruit and configured to use fruit:metadata=netatalk or fruit:resource=file.

Transfer Request to Samba Server Potential malicious

Maliciously Crafted File § _ 3
\/ (using Apple File Protocol) remote code execution

Identify servers affected by CVE-2021-44142 with the Samba Vulnerability Assessment

* Self-serve assessment tool for Linux servers
+ Comprehensive attack surface report with recommended response actions
¢ Quick enablement of Endpoint Sensor, which can monitor endpoints and server lications for events it 1 with Samba

Get Started

Trend Micro Inc. Maybe later
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12 | © 2020 Trend Micro Inc.



1= 1% Apex One SaaS %] Vision One

2hi¥EConnect Product, #E#EApex One as a Service, EhESave

Trend Micro Vision One™  product Connector

Connect Product

Connect

Product Connection status Data center Identifier © Product name:

No product has been connected yet. Click Connect to connect your fi Select a product

Connect Product Apex One as a Service
Cloud App Security
Cloud One - Workload Security
Deep Discovery
Network Security
Deep Security Software
TippingPoint Security Management System

Trend Micro Web Security

13 © 2020 Trend Micro Inc.
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Trend Micro Vision One™  product Connector (uTc+00:00) A H

Connect XDR Data Center: Singapore
Product Connection status Data center Identifier ® Description Action

Apex One as a Service Connected Singapore (Taiwan) Disconnect
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@ Trend Micro Apex Central™

Trend Micro Vision One
swjxrg.manage.trendmicro.com &/
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Install XDR Sensor
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Windows X E¥FE&

 Desktop
* Windows 10 (32/64-bit)
* Windows 8.1 (32/64-bit)
* Windows 7 (32/64-bit)
* Server
* Windows Server 2019 (32/64-bit)
* Windows Server 2016 (32/64-bit)
* Windows Server 2012 / 2012 R2 (32/64-bit)
* Windows Server 2008 R2 (32/64-bit)

— R/INFHK: CPU:2 cores/ FCIEFE-512 MB/ & ¥ Al FHZEfET:3 GB
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~ Linux/Mac XBF &

* Linux
* Red Hat Enterprise Linux 6/7/8 (64-bit)
* Amazon Linux (64-bit)
* Amazon Linux 2 (64-bit)
« CentOS Linux 6/7/8 (64-bit)
e Ubuntu 16/18/20
— BEH LIER: 5G6B /BRI /HEERE 1GB

* Mac
* macOS High Sierra (10.13) and later

— IR Al H - 3 GB
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& AVision One > YJ#LE|Endpoint Inventory

INVENTORY MANAGEMENT

{é\} Endpoint Inventory

Email Account Inventory

Network Inventory

20 © 2020 Trend Micro Inc.
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Trend Micro Vision One™

Endpoint List Agent Installer

= All

Enable Remove X 2 selected

Endpoint name

© 2020 Trend Micro Inc.

Endpoint Inventory

154

IP address
192.
192.
192.
192.

192.

LS Nof

Enable XDR Sensor

After enabling XDR capabilities on the following supported endpoints, the endpoints automatically start sending activity
data to Trend Micro for state-of-the-art threat detection and alerting.

Endpoint name Operating system

L Windows 10

| Windows 10

Enable Now (2) Cancel




- ¥T H1ZE X #RIEIXDR sensor

AEZ ERASHEE T, Hi5ERAEBEIRUAXDR Sensor,

1£Endpoint Groups':F', REIDAR

Trend Micro Vision One™ Endpoint Inventory

Endpoint List Endpoint Groups Agent Installer

All Endpoints (31)
02
+) @&=

DPort_Test (3)

+ @8

Windows (3)
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" H B WEEIXOR sensor

7::';%:' E RS, EHirE R4 BB RUAXDR Sensor,
RTEFEE, jthE (34 518 ity 2k A ISR 44 -

Endpoint Group Endpoint name

CONTAINS

Cancel

Endpoint name CONTAINS

<+ Add criteria
Endpoint name CONTAINS

IP range EQUALS

Operating system STARTS WITH

23 © 2020 Trend Micro Inc
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FiEZ ERHEME, 5 ER#HEEEIRUAXDR Sensor,
Y #2Fl|Security Policies > Endpoint, ‘EIESFEFHE, BRI E 2B R A IEE,

o 2,
sion One™  Endpoint Security Policies © 2022-03-04 04:06 (UTC+08:00) M [ TWTS_XDR

@ SECURITY POLICIES

s

Security Agent Settings

& Windows

=7
@ XDR Endpoint Sensor
7
\ Once enabled, the endpoints automatically
start sending activity data to Trend Micro for
as state-of-the-art threat detection and alerting.
EQ @ \Vulnerability Detection
Checks for operating system and application
vulnerabilities, and detects potential exploit

attempts
(Windows platforms only)

{3
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